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Deep Packet Ins,

DPI goes beyond the surface layers of the OSI model to view the actual contents of each data packet.

istics such as URLs for http or an e-mail
address for SMTP in the data’s “DNA.”
These variables are confgured by the
network administrator in a rules or policy
engine that implements those polices ac-
cording to signature-based comparisons,
heuristic, statistical, or anomaly-based
techniques, or some combination of these.
For example, many DPI devices can iden-
tify packet fows (in addition to conduct-
ing a packet-by-packet analysis), allowing
the implementation of control actions
based on accumulated fow information.

By nature, DPI applications require defni-
tions of each applicable protocol in order
to operate. Thousands of Ethernet pro-
tocols exist, each with their own unique
session format. Moreover, these proto-
col defnitions change frequently due to
modifcations from standards groups or
the introduction of new protocols. While
many L4 security devices only examine
the IP header of a data packet to identify
the IP and port information before mak-
ing packet-handling decisions, DPI sys-
tems can solve greater packet processing
challenges due to a more comprehensive
examination of data protocol and charac-
teristics.

Purpose-built DPI platforms can combine
the functionality of an IDS, IPS, and fre-
wall as well as any other DPI-based appli-
cations (that is, those for lawful intercept

and data leakage prevention), thus deliv-
ering signifcant additional features and
protections to allow network administra-
tors to streamline and secure traffc fow.
A message tagged as “high priority,” such
as mission-critical communications, can
be routed to its destination ahead of low-
priority messages or packets involved in
recreational activities, like viewing sports
highlights or listening to streaming radio.
The deeper level of visibility also means
that malicious data associated with unau-
thorized use can be identifed and acted
upon. This capability is essential to com-
bating the challenges presented by recre-
ational or unauthorized use of military
networks.

A Common Operational Platform
for Network Management
DPI-enabled appliances enhance the ca-
pabilities of traditional security, traffc
management, and network monitoring
and analysis solutions. Ideally, the DoD
should look to deploy these technologies
on one common operational platform
leveraging both internally developed
Government Off-the-Shelf (GOTS) ap-
plications and Commercial Off-the-Shelf
(COTS) applications. The network devices
must keep pace with multi-gigabit line
rates and support real-time deep-packet
processing,.

To satisfy the requirements for DPI, a

platform must be:

e Linux-based, as a majority of forward-
leaning security and network moni-
toring applications are open source
and Linux-based;

= Cost-effcient, since physical space,
facilities, and power costs force the
DoD to make budget-conscious, high-
performance decisions;

= Programmable so the DoD can rapid-
ly develop, deploy, and manage mis-
sion-critical operations, new services,
and applications;

= Customizable to accommodate ever-
changing network solutions require-
ments;

= Policy-centric, allowing the DoD to
defne its own policies for network
traffc; and

= IPv6 supported, since the government
has mandated the adoption of Inter-
net Protocol version 6 (IPv6) by 2009.

Meeting the Defense Department’s vi-
sion of a secure and robust network sup-
porting all information classifcation
levels and collaboration calls for unique
network analysis and control capabili-
ties. Supported by a fexible platform and
comprehensive policies, DPl-enabled ap-
plications surpass traditional security
tools to provide an unprecedented level of
visibility for sound bandwidth and secu-
rity controls. Ultimately, this technology
can help the DoD fnd the right balance
between encouraging communications
and innovation while also protecting the
security and integrity of DoD data.
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